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6 APRIL 1998

Security

THE AIR FORCE ANTITERRORISM (AT) PROGRAM

HHAFI 31-210, 1 July 1997, is supplemented as follows:

H2.13.3. (Added)(AETC) Headquarters AETC responsibilities for the antiterrorism program are as
follows:

2.13.3.1. HQ AETC/SF is the focal point for AT matters and is responsible for:

2.13.3.1.1. Coordinating AT policy and guidance with HQ USAF/SF.

2.13.3.1.2. Disseminating AT policy and guidance to bases.

2.13.3.1.3. Coordinating on any request from an AETC base for training quotas (unique course
requirements pertaining to the AT program).

2.13.3.1.4. Coordinating any request for an exception to vehicle marking and painting requirements
stemming from a terrorist threat.

2.13.3.1.5. Evaluating base AT plans and programs during staff assistance visits.

2.13.3.1.6. Allocating any HQ USAF Financial Management Board (FMB)-provided funding to AETC
bases for security enhancements and AT projects.

2.13.3.1.7. Training HQ AETC directorate and staff agency antiterrorism officers and NCOs.

2.13.3.2. Each HQ AETC directorate and staff agency will implement an AT program and designate an
AT program manager. The 12 FTW Installation Security/Resource Protection Plan (IS/RPP) will serve as
the guideline for antiterrorism procedures. Each directorate will also provide a copy of a memorandum of
appointment and changes of antiterrorism officer or NCO to HQ AETC/SF. Security managers may be
appointed this additional duty.
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2.13.3.3. HQ Air Force Recruiting Service (AFRS), HQ AFOATS, and HQ AETC directorates will
comply with training requirements in AFI 31-210.

2.13.3.4. The HQ Air Force Officer Accession and Training Schools (AFOATS) designee for AT will
coordinate the development of terrorist awareness and countermeasures training for permanent party
personnel assigned to AFOATS field units.

H2.14.1. The installation chief of security forces will serve as the focal point for the base AT program.
The security forces antiterrorism officer or NCO must continuously coordinate with the local Air Force
Office of Special Investigations (AFOSI) to obtain terrorist threat information. Inform the installation
commander of changes in the level of threat to base personnel or facilities.

H2.14.4. Develop an installation threat working group composed of representatives from security forces,
intelligence, and AFOSI to assist in developing antiterrorism requirements. Inform personnel of the
current THREATCON, using the following AETC visual aids (AETCVA), as applicable:

2.14.4.1. AETCVA 31-1, THREATCON Alpha.

2.14.4.2. AETCVA 31-2, THREATCON Bravo.

2.14.4.3. AETCVA 31-3, THREATCON Charlie.

2.14.4.4. AETCVA 31-4, THREATCON Delta.

H2.14.7. Identify specific THREATCON measures to be used as RAMs in the IS/RPP. The basic
approach of RAMs is to identify, at any THREATCON, a set of measures from higher THREATCONs
that can be employed to supplement the basic THREATCON measures already in place. Incorporate the
use of RAMs in the IS/RPP and test procedures during wing exercises. RAMs may be used as a tool to
test which measures have higher costs to an installation or facility in terms of productivity and to provide
stimulation and training for security forces. RAM programs may be used to change the security
atmosphere surrounding an installation. For example, selecting certain measures from higher
THREATCONs during THREATCON Normal and implementing them for a couple of days or selecting
certain measures for implementation due to a change in threat without implementing a full implementation
of a higher THREATCON are proper uses of the RAM program. Administration of the RAM program is
at the discretion of the installation commander.

H2.14.8. Identify “high risk” personnel and executive protection procedures in base IS/RPPs.

H2.15. Installations and AFRS and AFOATS organizations will conduct vulnerability assessments. The
assessments will be reviewed annually or sooner, as threats dictate. HQ AETC/SF will develop a format
for vulnerability assessments and provide the format to wing commanders. Each HQ AETC wing will
ensure geographically separated units (GSU) belonging to the wing conduct vulnerability assessments,
unless the GSU is included in a host base vulnerability assessment.

H4.1.1.1. AFRS, AFOATS, HQ AETC directorate, and wing AT program managers will coordinate
Level I training with the servicing AFOSI detachment and maintain documentation of training.
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HA2.1. Incorporate THREATCON measures from this attachment and any additional local measures in
IS/RPPs.

REGAN D. SPRINGS, Colonel, USAF
Director of Security Forces


